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GENERAL PURPOSE:  Under general direction, coordinates and supervises the installation, maintenance and 
repair of the City’s computer software, equipment and peripherals; establishes and maintains liaison to City 
departments in the development and implementation of information systems, telephone systems, and 
wireless communications systems; assists in the preparation and administration of the information 
systems budget; supervises assigned personnel; performs related duties as required. 

 

PRIMARY DUTIES AND RESPONSIBILITIES: 

The following duties ARE NOT intended to serve as a comprehensive list of all duties performed by all 
employees in this classification, only a representative summary of the primary duties and responsibilities. 
Incumbent(s) may not be required to perform all duties listed and may be required to perform additional, 
position-specific duties. 
 

 Supervises the development, design, installation, repair, and maintenance of the City’s computer, 
server, network, email, security, database, and web hardware and software systems and 
communications strategy. 

 Manages WAN (Wide Area Network) and LAN (Local Area Network) operations, and applicable routers, 
switches, firewalls, servers, and related software to ensure integrity and security. 

 Advises and provides technical assistance to City personnel regarding information systems related 
issues, information systems applications, services or equipment; supervises and participates in the 
training of City personnel in the uses and capacities of information systems equipment and specialized 
software for City departmental use. 

 Acts as Systems Administrator in evaluating, recommending, setting up, configuring, and documenting 
server and specialized hardware and software products. Proposes and implements system 
enhancements (software and hardware updates) that will improve the performance and reliability of the 
entire computer system. 

 Recommends and implements policies, procedures and standards relating to computer activities; 
provides staff assistance in the implementation of project recommendations.  

 Maintains the City’s logical and physical security strategy; proactively implements policies, 
configurations and patches to information technology to reduce the risk of internal or external malicious 
data tampering. 

 Designs, implements and maintains an effective data back-up strategy and disaster contingency. 

 Assigns work to IT staff, providing instructions and answering questions; coordinates the scheduling and 
completion of work by determining operational priorities and resolving workload problems; reviews work 
for accuracy and completeness; evaluates work techniques and methods for conformance to 
established standards. Reviews and evaluates employee performance. 

    Participates in the procurement process by planning for future supply needs, maintaining inventory of 
supplies; participates in the bid process; evaluates and makes recommendations on information 
system acquisitions. 

 

 

 



JOB DESCRIPTION        
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MINIMUM QUALIFICATIONS: 

 

Education and Experience:  

 

Any combination of education and experience that would provide the required knowledge, skills and abilities is 
qualifying. A typical way to achieve this is: 

 

Bachelor’s Degree or equivalent with major coursework in computer science, information systems management 
or related field; or completion of an accredited computer training school certification and/or certification as a 
Microsoft Certified Systems Engineer. AND at least five years of responsible experience in information systems 
and network administration experience. 

 

Required Licenses or Certifications: 

 Must possess a valid California Driver’s License. 

 

Required Knowledge of: 

 City organization, operations, policies and procedures. 

 Principles and practices of technology management, system development and systems integration. 

 Principles and practices of network administration, system access, and security management guidelines. 

 Administration and maintenance principles of network operating domains, relational databases, and 
windows-based software applications. 

 Network hardware, software and peripheral equipment troubleshooting techniques. 

 Communications technology, equipment and integrated applications.  

 Techniques for efficient and cost effective management of technology resources. 

 Working knowledge of the principles of administration and budget management. 

 

Required Skill in: 

 Analyzing IT issues, evaluating alternatives, and making logical recommendations based on findings.  

 Analyzing needs of City departments and prioritizing solutions to meet their needs. 

 Installing, configuring, testing, operating and maintaining computer and communications systems, peripheral 
equipment and devices. 

 Analyzing equipment and system malfunctions, troubleshooting computers and software applications, and 
determining effective solutions. 

 Solving technical problems involving integrated operating systems and hardware platforms. 

 Identifying current and potential IT problems, and developing technical corrections and strategies to 
maximize the effectiveness of the systems. 

 Using initiative and independent judgment within established procedural guidelines. 

 Developing and administering Information Technology plans, policies, and procedures. 

 Supervising staff, delegating tasks and authority, and coaching to improve staff performance. 

 Assessing and prioritizing multiple tasks, projects and demands. 

 Establishing and maintaining effective working relationships with co-workers. 

 Effective verbal and written communication. 

 

Physical Demands / Work Environment:   

 Work is performed in a standard office environment. 


