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GENERAL PURPOSE:  Under general supervision, provides network hardware and software technical support 
services for Information Technology (IT) systems, and provides customer assistance services for City IT users. 

 

PRIMARY DUTIES AND RESPONSIBILITIES: 

The following duties ARE NOT intended to serve as a comprehensive list of all duties performed by all 
employees in this classification, only a representative summary of the primary duties and responsibilities. 
Incumbent(s) may not be required to perform all duties listed and may be required to perform additional, 
position-specific duties. 
 

 Maintains City computers and communications systems; maintains IT equipment, peripherals and 
software applications. 

 Maintains and updates computers, workstations, network systems, communications equipment and 
peripherals; installs and configures software upgrades, enhancements and revised functions. 

 Responds to the needs and inquiries of users; explains IT issues, implements solutions, and follows up 
with users to assure the functionality of the users’ systems. 

 Provides technical support, training and assistance to employees and citizens; analyzes problems and 
implements solutions within scope of authority. 

 Maintains IT systems, including servers, hardware and software, and system structure; performs 
network administrator duties, and assures system stability, accessibility and proper configuration of 
technical systems and components. 

 Monitors network environment; resolves configuration and connectivity issues, and other traffic, security 
and access problems; checks network for operating efficiency and assures maximum uptime. 

 Performs computer trouble-shooting to diagnose system problems; analyzes hardware and software 
functionality; identifies and resolves problems; documents call records and results. 

 Creates local user accounts and system access for e-mail and file shares; monitors utilization trends 
and backup procedures; manages user accounts, password files and access rights.             

 Maintains and enforces all aspects of security and confidentiality of records and information; monitors 
staff compliance to the security procedures and privacy laws, policies and guidelines. 

 

 

MINIMUM QUALIFICATIONS: 

 

Education and Experience: 

Any combination of education and experience that would provide the required knowledge, skills and abilities is 
qualifying. A typical way to achieve this is:  

 

Bachelor’s Degree with major coursework in computer science, information systems, or related field; and/or 
completion of an accredited computer training school certification; AND three to five years network 
administration experience. 
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Required Licenses or Certifications: 

 Must possess a valid California Driver’s License.  

 Microsoft (MCSE/MCSA) and Cisco (CCNA/CCNP/CCSP) professional certifications are preferred. 

 

Required Knowledge of: 

 City organization, operations, policies and procedures. 

 Principles and practices of network administration, system access, and security management. 

 Administration and maintenance principles of network operating domains, relational databases, and 
windows-based software applications. 

 Network hardware, software and peripheral equipment troubleshooting techniques. 

 Communications technology, equipment and integrated applications. 

 

Required Skill in: 

 Installing, configuring, testing, operating and maintaining computer and communications systems, peripheral 
equipment, application software and network devices. 

 Analyzing and resolving computer network problems in a multiple operating system environment. 

 Analyzing equipment and system malfunctions, troubleshooting computers and software applications, and 
determining effective solutions. 

 Solving technical problems involving integrated operating systems and hardware platforms. 

 Identifying current and potential IT problems, and recommending technical corrections. 

 Using initiative and independent judgment within established procedural guidelines. 

 Assessing and prioritizing multiple tasks, projects and demands. 

 Establishing and maintaining effective working relationships with co-workers. 

 Effective verbal and written communication. 

 

 

Physical Demands / Work Environment:   

 Work is performed in a standard office environment. 


